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FRSH ®IRH TR FAETITHT YT (a0 ATAR Fedeh 40 TITeAT TABRHE
9 ST fefStea T—HAT FHIT (FRET) HE™ THT TATTH G | A
ISl TAHRES T TAHR AEAEed Haad AAEATHT ¥ TEI Gaxlehl
TTHAT T i gaeg, | fefstad T=err aeal TR RFRnTd STaRT
T HUH G | AB(IR FAAT T TR ATl ATAREEaTE AT el
e ¥ fafa=r Tar Memesare a9 99 #faua MR (surveillance)
T FIROTS TABREEHT TIAIAT SGHAT 93 fefofaa sraqeetn qar F=rdr
AT s, |

fareaepr fafa=r Terar darsress 9¥ fefsea sifew & ge@er, g
qqT TATE AR, SATNhy, HiGE, ATAIIR, AT ARIH GHTARES
ATeRehl T | heH BIRAS! (HAfHT STHAA 9 S9Tell TR
Uiged] GHAAT fSfed AreaHaTe g TREER ¥ gFhl Sl 9 deHl
T@UH B | AR (Sfaad ATeRATR! HHIT FIETH AN qTHT=T
SUTIEEH ATAFT T AT ATl TARREE (i AR AEal
T THAT I @7 3 |

T FEdRT QO S0 A7 I ATAET TR TRE 87 | gT| 3T A1 9ra
ATHTIRT T AT 2 T fera fefsred sodept Moo 2 w1 &1 | A1
AT ATTATh Al AT TAhRE] GREATHT HTH T [qeaeardl e
ATSHT (IFEX-International Freedom of Expression Exchange) <l fafsg=T TeTerr
qE TEITesel JAR T faawor Tkt Gid qreriesera fag |1 0 el
FrEWHT ITAN T FPAEated a9 GREqepdr T TTRTH & |
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q. ATFT TR AFST FAA AT 7

o AT ATHITT T FFATE AR (HET ATl |

o AT TIAAAT fTEE AATATH] THIET T ARHATS TR |

o T TAHHNT ATEAAE TTHT TCT JMME THET (=R T |

o« T TTHASETATE TIET ANHA Al TR TETeld |

o HTRAT FFEATIT AR ATFBRIR] TATTATHT FHIET T, ITET
ATAYTF THUHATE HATIAR |

. g‘%—a's’ THTIERTT (Two step verification) Tlﬂﬁ'ﬂ\ [

o FANTERT Gg=dTE AN ABTIva TARTAG G Jeb N ATIE
Tl_rlﬁ'\{ T Browsing History fl'c."m_r@'{ |

o AT ATh ATHT Account TATT Tl ITE YT3, Account Activities
fafaa ST T Te |

« QTSI TTAT ARGUHT FFIETETHT ATHT Account TehHHH T@IRIE,
Glerl TV q& @1 ATIE I Browsing History HTS a1 |
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TABRET AT FeloTed qRam qveredl ITANT SATahrer . -

R. RefET smerwr favg wadr R @ 2
(FEFGT FH# STIdrsit T ka2
STAHRT T qTaae a7 deF @rar T
FFGU[ STAFT G TITIH AHT &l 1)

SifeHgh RITEsae qEdE g e |
SRl F@E}E f=d a1 Attachment
downloadﬁﬁ@ﬁ?ﬂﬂﬁ"ﬁlﬁi{l
o SfEHIH  FIES TSI AThedl
it eHaTeR! SERETT TR |
* TSI Account [aaRul T el HART
T T AT ST I AR TR |

o YHETE ANDT HTEFAR TSI
ATk a7 ARATATS TFIHIL B1-8Ted (A=rd THer |

o F fagear fre T afe ey e favaratraar aw
fa=am T |

o A T ASAATCAP ATLRATR] FALAT TAT TLTAR T AT AT FFared|
gl Rdifés et fRfdTer gavmEre fFew T9ar 9q% T |

3. TA-JUER (FPYE, TTYEY, AT AME) FAA FRET T ?

- 9aE, #E AT PIN HTHhd

AT JURREE  Ah
THEr™ | ATl PIN AT
THEAEEE TAN TR |
o QA HHEAIRH FHASTE
AT (malware) @l ;

hidT o TR FHIAT

AT AT faeed, u9 ¥

FIISR AT T THa |
o ATFT ST WR AUH AFAFRIEEH] TATTATHT THIEAT TR |
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Y, ATRATS AMGHAT qHEH a7 Faadefid o ATl
ATAR fefee T a1 SATHATHT e THe |

¢« TAMEET AT HaaALd AAERT FAHd FOHT HeSTad |

SR AT TEUART gAHH SISESHT ATH! W qgIgdad |

o FTESAAE USB TTEaTHT ITHI TART A | FRAHHESHT [Meleh
JUA TRTHT USB FelTH FIEHEE I FANT ATel |

« QUFRIEEH HHA &I fqeaadr At a1 SISAT AT THR |
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. g9~ JYE Encrypt HIA T ?

« AT TATEHIAEEHT Encryption H Hladl grg IS dAlcSHT e
Activate TIT-i%:R{ |

* Windows HI Bitlocker, Mac HT Firevault, 9T Hard drive ¥ External device
BT ATNT ﬁfi’?l?ﬁ UTg Veracrypt FEaaTH TANT ™ Encrypt TI?;%\T@[I

« Encryption T AINT @THI ¥ Afqdl qrE@e TART THRE |

o TUTE AT Tlﬁ??_';f {UH I9THT Encryption &= B F g Al
qfeet § STAET faTer |

Encrypted ITATIT IR ST T ?

« TH WA FA €S, Iriewd FANTHATH EA STal TEF T
T Tl XIS J9T T TRUFT g fF G A9 A9 TR |
o JARTHRAT TTaT YIX TH oS AqRde®adl qiarhar faq smmfe
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oAbl AThATE TT Gied Fa SMGH TUHT TRIAT g9 qoTd AU
PIN 3T JTEISH AT TT Ak THed |

DI Eg_ff atT TYHT Registration Lock Bl AT T AT AT Tlﬂﬁ'ﬂ\l
Signal ¥ WhatsApp < ITTAdRT Fel Tqe%dl qUIE *1 T A TS
TIE™ ST qftT T AN 99 IRET TE JaTT T4e T HAATE Al
feqTEaTe qUIEH! qHpa T TFIF THATT AHG, |

TAUEATS TSTEUHT AERE® AT F SHATE qUEH! [SHTSHHT Fal
ISR g7 AT AR |

T, STES BIEEE, TULH [SHTead Td grar ¥ a7 fewmes 2
TYAT 9 {q7eT Copy IR B Feeg | AT 21 AT fa e |
Cadl W, SE WhatsApp, e qrERET fas TIﬁ'Q_OF\f ESISE]
HAFPTIEHAT TUSH F<9 AT SATHAT §7 | i0S TARTHATEER
Signal HT Elf"f afT & History iCloud T sync g7 | TRl Ifagwr
MR JIATE a5 T 91 Afehes; |

TYTEHT BITHT HUGR TRUET TFIF T BT FATI S AFTICEed
sync Evg, TUES qUTEA FFIE TPl THEREE Uk Srgald Harg
q VT AT Tevg, a9 T favare A1 FRIeT WaASHEd |
feaTed a1 Account AT THAFY di¥ WUSR Tl AN FraTE®
fafaa ®9H1 AT 9T THeE ¥ HelSTerd |
SRAe, Fial, fafedr, Afedr wmdses &7 el &
TRIe a1 MU T e | qeqdd SEHE, Hial,
fafear, afedr w@Es Encryptedgff [ERIEREI
AETEH |

Signal, WhatsApp, Messenger HT fafr=ra g 9t
q9e® WAl &IHT {3 Hedl option T8+, |
Signal, WhatsApp, Viber @ end-to-end Encrypted @
fafedr waer gieer fams |




- . JAFRET AT et FRem Fver=al IITET AT

%. Encrypted THAR TAT

o THA FATH AT faeaa=g Encryption
I AIT e |

* Encrypted THA IEATTHR ?'lTﬁTStrong S
Uniquemwml afg IS
%ﬁﬁﬂ?ﬁ A Encrypted FHABEAT TEH
TR, R T e |

* Sender ¥ Receiver I THA ST ¥ THAHI MHEF T Encrypted
BET |

o, TR TR AT T T 7

o GoU® I9HTSE Bl FFHAT https:// T
TEAF AZHFA  B/DT  E{erd |
JE qUTE T g SI=H Ihd
Encrypted TRUH & AT Habd
TG, | TEAT AT FATIA qIead
T3 |

o qUE B AT ATEIESE (httpy//) "
Gled g 99 ATHT TS
HTTPS Everywhere 9= Extension &l J&TIT TI_{[E:R{I JgaTe TATGHI
ISR TR ga | &

eff.org ———» tools ——» Https ———» Everywhere Install on chrome

N\ N

* Pop-up [EEIREFESE] qbebl HIAAIATT ATHT Device ST

faFTIT -5 install THE |
o« AT a9ETEe ¥ faRTOAars quTed TN

AU A TATH Hare A Privacy Privacy Badger
Badger Picture install Tl_ri?l?{ [

o YARTHT AHTH T Bluetooth T A File Sharing
App T9T feHTEd a= Tl"i'ﬁ?{ | *
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« TEIAC qMRddTs Sredde Al YRTAFERT AATdeRd FTHT e
gAaTE FREAT 9 VPN TART el |

o AESE TITHT ARGUHT FFHEEE TART R, (99 T greie
T AT AR TeeSHT AT FPAREw JANT T 90T Iof fgsrgaans
T ATIE T T AT SIS History TURTHT HASTRIA |

o T EIHT Fraird FART TF;T AT %TIQW ToR Browser Bundle install
TR | ToR HThd JqUTSehl Tel Trazd IIHeheTe
TT T Mok qRics faweH 2 1 ToR faew W
FATHAF [auaeEd RUifés T4 Taerass A
fTfed TRUET B | ToR TANT T FHI=IAT TS &
HUPT IR FIAAH ATHT T AFERI AR |

G. Virtual Private Network &7 WIWT < T4 ?

~

VPN T#F W fasft dza® &r | agd
rasifia graedd FIAAIZ TF faofl Taa%
fasiar 737 FUIgarg FAArsTHT MIAITAT T
FATHAT (anonymity) FI FlaaT fa/g | vPN &
TIIEHE grevda gigiEd (Ip) 3TTAT TGS
AT TUEFET FTAIZT FIAEE TAT TIIH

o

&7/

=T e Ty, VPN Tl TR Wi-Fi 8289
T AT AT FAH T AT ¥ Zhde TSHes 39 TRISS, |

o W VPN FAT fa At T BT URAR ¥ GRETAR AT R |

o VPN &I WA, THA JUTSH FTSITS History ITEHA T TG
T AT FEAS GRERET STAT AIRERT Tag (6 Tad g o
HAYA T AHHPR FARE |

« TIEIT VPN BAIE THeld STa qUTaehl SIalhl ks e |

o qUEA FH TRIET AUH AT HAAEId T9CH VPN FaAT TR
TR ¥ TEHT THRE® U 39T aTfex afeerd S foF Ire J9Ferd |

ST}

o VPN JATT Tlﬂ'rf, AfSTeebr FeTETE Navigate T =g ‘Iﬂlglﬂl
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FET FMEEAT AT VPN TART g AT A= | JUTS ST ARTHT

TR T AT HIATAT AFEN (AR |

o THRA @ﬁ_{ﬁ? [TUHTVPN o TUTSH! FTITSTS History T location TeFE
T ¥ A1 gET, dfueRewars a9 T4 @Rt 9 g |

o T FATHT FreAe YAT Tl TS ATATGTHT & 82 gIers AR
B T FHT X qUTE XA STgT TUHT ITET &7, |

o WA VPN FAWT &[T T & 84 gg-s WX AFGS, a¢ qaTedl

HIETE I HFATA A JUGH TR The AMEEH Ea |

R. Password Manager &l & & ?

* Password Manager TIAE SAFATIH
T FeweaT W dfeeer 2 o1 A
T3eT QY & S qurg AT ferrsar
SIGTHIE TH THEg | A9 dfc) | —"— 0
qHAE TS T HUSRY TH WEART
e, | TR, TUTSS T Jeeehehl ATNT Uiy
unique ¥ strong ITEEE ERISEH! % |

. Ffe ITHAE TA=IF App BE: —

= Last Pass
0. FTTA qHAE FIA AASA ?
« UIEAS FROHT ATS qER AT q3 A1 e fABIT seeTeE
JETEXITRT ATNT : #CIBA6@FF |
= YTSEHIITHT IHl A T Feol ATH T o TeEe® YANT TR |

= Upper case ¥ lower case AAEER, Agee T ForeeTdl TN T
AT qTHaS AT TATS el |

o SAT-AATH THASEE GRAAT THR | T A AEATHT Password
Manager %1 YA TR, ST qUT5dTs T3l Master ITHAS AT

= 1 Password

= Common Key
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Er I C I o | R
FUHT GUSR ITH AT AFRRA

SERIREEN

e ?«:a(r-a%’ THTUTERRT  (Two-step
verification STVITSl ATl HIATSA V
BT ¥ ZHA g9 91 verify TH) P

* The Dice Method ¥ The Person,
Action, Object method TART TR 9T qrqae aidar aarsd e, |
* The Dice Method: 3T =g ATAR Fedel af@ TS FaT Dice
g% A T ¥ @ ATaRe! e gade 99+ T4 |
JUIES Tl S TR AT TS, THAS AT qial g7 |

Diceware (https://diceware.dmuth.org/) o a7 fafg wE<r 9EET T
R FEART T |

= The Person, Action, Object Method : 3T fafe ATAR afedt T3ar
TFAF B[S AT T, IGMAT GRF=d a1 Giag SAfche! =a7
TIE T AU AAAT B AR ATH T AN qEAT
AT FTIHT Feqal T qTAISH! [T T Alehea, |

Qe fafd SIS AN g qRAAET b b g !

q. GEATH AT HISRY T
* Bitlocker - TAA Windows IS [H&aH WUH FFAce®ehl

encryption e | AT Windows Vista, 8.0, 8.1 Pro, 10 ¥ Enterprise
editions, T Windows Servers 2012 R2 HT e 9 a &l |
 FileVault - 9 IR{eg fa<eH (0S) T m encryption
TE | AGH ANT OS Lyon aAT A%F ATgf® 05 dWfag fawew
lE
e Veracrypt - Bitlocker or File Vault KIES support T Windows 4T 0S
AIR(eg [aeeHE®s AUH FHFIETHI encryption T AT FE AR g |
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Avira: IT ATAIIR S T 9TS3 YT ANTSH SAThITd FANTRT AT
TF [:97e THATR BT |

Clam AV/Immunet: a7 21T, HIE3d, HIAGUR T AT GRTes Il
e diewem | EIMMunet (@) Symantec

~

st aC‘VQSt

7 HEEA WA

(Tglge ¥ i0S

= wr | BEAVG Spyb@t
T T e

T YA & f:9Ted TfeaTed v |

Symantec Endpoint Protection: T &I T GRRAT FRET Y&TH T
SAANIF antivirus T firewall FAT &7 |

AVG: AT T:9Teh T UfrewiTeRd ¥ Ufraaargaar dReT d9eday &l |
TAFREEA AT R AGHT (G99 FAT (FEA gwav"Ae qReq) foad
T3 |

Spybot: ar afq ﬁTZ'QleCF antimalware ¥ antispyware 39T &l

¥, FRIAT qR&T FAq T

TOR: AT TMMRe Aol fasg daAMTHdle®sl T T4 TH
fT:9Teh TFEATR BT | TS FATRATH qedTd AHSS T IeAe
ftheatgmars argdd e |

Anonymox: T Firefox ¥ Chrome & ATISIREEE! ATNT FHATTRATER!
afea AHTSH, AUl W AT T Fraxdd ATHIGTR TR
TR AT 97 IIAT plugin &T |

Riseup/ VPN: a1 I=gzefia &dive AR qar  fAag«ere
SRS T AT TR E Riseup.net THIE® AT TralddHI
TANTRAT ATHIEA qRITd TH Al (97 THaaaR 2T |
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TABRET AT FeloTed qRam qveredl ITANT SATahrer ‘ -

Y. Anonymous search engines (T & gfvie® & & &)

* DuckDuckGo: TTEncrypted a9 @It i~ &1, STE
ZraRACHT qUTSS GIoTehl ATHTESE! TTdl HraH
ES, | TqA BIATHF FTISIHT add-on I &THT
FH TE, |
* StartPage: AT T TAUEA FreldaHT GISTHTHT ATHTUEEH]
TTIATIATRT TEATHT ATHT
o eone | StArtpage.com

gral gfve 87 |

. qoAK Y& TIET & & g 7

(P) THA
= Gmail H&T ST

= Gmail Two-step verification @ M O i lve l O p e

= Google advanced protection

= Thunderbird £ GnuPG % Enigmail °
= Mailvelope ’ Q PrOtO n Ma I l

= Protonmail

(@) TRTT Te=eT
= Pidgin 9T Adium = OTR

e Tafadr e Jitsi Meet

= Meetlitsi

(51) e JUHTU HRET
" Lookout @ Lookout

= Avast -for Android

= Avira

(3) WT Frezre AfaTad Private Internet

= Psiphon for Android ACC E S S

= Private Internet Access
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- . TAFRET AN fefsiad qRear Fra=dr STarlT ey

(=) T ATHIET (Anonymous navigation

"~ Worfox

= i0S T AT Onion Browser

(@) RTera HiaTed =are
* ChatSecure =& TR (TrEIEE ¥ i0S T GeT SAINT)
= Secure SMS
= Signal

(§) SF=heee BT &
= Signal iPhone T Android T AT aferar encryption
= Whatsapp: encryption T=R ATHRA qord Gr<qT T hed ™

. WaeEd! & FIA T ?

- AT qUE FEIAE G
Ty 9 AR AraeEaT
TR TE RS 9,
JHESE THA AT IR

T Al ARPET AT

9. https://protonmail.com HT

UTHT ATRT Proton mail account

TAITE |
CR o T | R 2
TEAEE® (AT 9 A{a 4 |

3. gfe qUTEHT et ATt
AT WUH! FFAATE  Protonmail TN Tagd 9 SHIEwATs
[T/ incognito A€ TANT M TMTSHerd ¥ attachment STRITA USB

HT AET GHTSTRY |




TARRE AN fefsiae qRem FFa=dr STaRT SR . -

« g qUIE TraTde GIETH [qUIHT THT ATFHNT AUH HIAgwmd
w *Iggiiﬂ 9, IAewdrs PGP (Pretty Good Privacy) afwa
T AMSIRM | a9 qUEdrs AEsiie qade dedd T 2
TEUHT SEAEATS [FIAT FEAER T JATIEIT TH FEdNT
T |

« HTHT HIETSd ®IF T FFIER/ATICTHT FredTae (deashl qa= T4
W qTHEE FAS e |

o JTEIaE AT FRIE qUEAIR STSAAIE AHEN, TdA qaTeshl SIaT
SfEHAT 95 |

9, HISTES ISl GRAT FALA T ?
WAT TR | TFHT AT
9T 3k, AR T el
AW T FHdl qraas
=T e faker 21 |
HEEd B FAN TH AT
ETge IFHT TEhT UT (38,
qraftes st ofte) AT
CEEUEI G 1 | o e
AETEE |
o g9 FIETH AT ATHF SIM
FEATs SIM T HEgRT
W THER, ®IFH! FfCFTHT AT lauTr ITaH g |
-WW&WWWWShareWIW-
AUTSHT &b SATHET a7 TAGH TTHTSES, AT |
¢ End-to-End Zf=RmE I U= Es| Signal 9T Wire "R {1
HEIT FIHMT THR |
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fFeH ®RA Aq9d UF Feasdl  gias
THIIH! T TEed Bl | dAleba, HAATADR,
U @AAdT T AEH FAEGFEFA FHNT B
JEYTA 0% ATAAT Tl TIAT HUH &l |
AHE FAAAE SoadH HATT qqag TIHw,
FAA AN, TG ATTFREHAT, ITATTH- [T,
TUTSIIMEAT qAT [AehT BTaehaTesehl TEhT Hodhl
FHT AT BIRH TTIAT AT &7 | T AT A=
AT, AT &, Foe TRERIAT, (Har=e qar
ATRATTE ST FUITAT, TTISTTeh [ SATALAT,
fefsea wamar ¥ armfaes Sarhafedar Tagesr
TfafafraTRd ST STHATATS Al d ARl Iiahe I
T STACATHT TATST AT WX JIART B | T
ATl THTST THH A&d 8l | HABH! (a1
EHT BRUT Ted AAAdH TRIEe THH T3
T TS | AT F TS, ATHISR, TARTT &7 T
g BTHI AId TWH G | FEO WA AT
FRIATH] Ao =M1 8 | A= AT
¥ HEl O T hSH BRA 3173 |
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